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ÅColectare

ÅIn PersoanŊ

ÅOnline

ÅDe la
3rd Party

ÅStocare

ÅStructured 
Databases

ÅUnstructured 
Data

ÅElectronic 
Databases

ÅBackup

ÅUtilizare

ÅIn
Aplicaŧii

ÅDe angajaŧi,
Marketing

ÅPartajate cu
3rd Parties

ÅRetenŧie/
Distrugere

ÅArhivare

ÅDistrugere



Monitoring, 
Analysis, 
Alerting, and 
Reporting 

Data Classification, 
Encryption, and 
Protection

Document and 
Record Protection

Messaging and 
Collaboration

Policy and Process 
Management

Risk Management

Change and 
Configuration 
Management

Incident 
Management and 
Trouble-Tracking

Application Security

Disaster Recovery 
and Failover

Host Control

Malicious Software 
Prevention

Network Security

Physical Security

Threat and 
Vulnerability 
Management

Securitatea
Infrastructurii

Controlul 
IdentitŁἪiiἨi 
Accessului

ProtecἪia

InformaἪiei

Auditare Ἠi 
Raportare

De bazŁ pentru 
principiile de 
securitate: 
confidenἪialitate, 
integritate, Ἠi
disponibilitate

Managementul 
identitŁἪilor digitale

Authentication 
Management

Authorization and 
Access Control



Mitul #1: identitatea prin parolŁ

TradiἪional username + password

PoliticŁ de parole

Parole (identitŁἪi) multiple -> 
metadirectory Ἠi ILM

Remote access Ἠi controlul identitŁἪii -> 
TFA (smartcard, token)

Amprente, iris, ADN, graphical 
passwords...



Probleme
Toamna 2009: un grup de români din Vâlcea
au fost arestaἪi dupŁ ce au efectuat transferuri 
ilegale de >1,000,000$ în numele unor 
companii (keylogger Delf.dbf trojan)

AnunἪuricu identitŁἪi false pe e-Bay, site-uri 
false de curierat rapid

Mid-July 2009, SUA: 447,000$ transferaἪi ´n 
27 de tranzacἪii suplimentare celor reale (deἨi 
folosea TFA) (*)

* http://www.technologyreview.com/computing/23488/


