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How to succeed with Identities?




sovit ~ The organizational situation

Security Management
@ Identity Lifecycle Management
El] Secure Web Business Enablement
”E”‘ Data & Resource Protection

Security Information Management
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sovit  The technology situation
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SOLVIT

Administration

One person has several
identities.

No centralized user

administration process.

Increasing overhead in
administration of identities.




sovit ~ Security

Accumulation of privileges.

Ghost accounts.

Accounts are created with unauthorized system

access rights.

No SoD allows Conflict of Interest




sovit  Complexity

Customers, employees, temporary workers, contractors and
external suppliers.

Every system = one user management philosophy

Different approval processes, personal relations, and culture

Impossible for support to handle requests on that many systems.

Business tempo leaves no time to think.
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sovit  Inefficiency

A high number of calls are made to the support center for
user provisioning activities including password resets

Paper approvals and termination are time-consuming,
manual processes

Redundant identity information & information
inaccuracies

Users wait longer than necessary to obtain IDs




soivir  Compliance & Strategy

Untimely response to regulations.
Large amount of work needed for internal and external audits.
Inability to produce relevant, holistic reports.

Managing for the moment, but not positioned for the future.

No lifecycle processes.




sovit  Role and Compliance Management

Typical Figures

Many Users

!

Many Applications

!

Many Privileges [1] 1,000,000's

Bottom Line

Security Risk, Non-Compliance, Operational Costs
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sovit  Role management focus

Privileges
100,000’s - Millions

IT Roles
100’s - 1000’s

Business Roles
10’s - 100’s
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sovit ~ Segregation of Duties

Segregation of Duties Control Vatrix
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SOLVIT

Identity Management

Role Management

and policies

and policies

Open Service
Request

Role and Process landscape

Delegated Sernvice

Open Service Multiple
Request Approvers (1 or many)

Multiple
Approvers (0 or many)

Get
Request

Policy
Verification

Add Access
Rights

Change Access
Rights

Remowve Access
Rights

Provisioning Business Rules Engine — Roles Engine
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Roles Legend
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SolvIT services
SOWVIT  |dentity Management Readiness Assessment

Tazk Mame | Duration | Work Predecessors Resource Mames
= SolvIT IMRA methodology 24.07 days? |314.53 his
= Phase 1 IAMPA Off-Site Project planning/engageme 413 days? 3303 hrs
= Inftial Project and Engagement management 413 days? 3303 hrs
Reviesw High lesvel Project Plan & Charter 063 days? 503 hre Salution Project Manager
Prepare Project requirement deliverables 025 days? 2hrz 3 Salution Project Manager
Initial Project Kick off 025 days? 2hrz 4 Salution Project Manager
Schedule Interviesws 25 days? 20hrs |5 Salution Project Manager
Request client documentstion 0.5 days? 4hrz 4 Salution Project Manager
=l Phase 2 IAMRA On-site Execution 306 days ? 45.5 hrs  1,6.7
= Project Management 1 day? 12.5 hrs
Conduct Project Kick-off, Confirm Planning Mee 0.25 days? 4 hrs Solution Senior Architect Solution Principal Consu
Deliver Charter, Schedule, Straveman Deliverahbl 0.31 days? 25hrz 10 Solution Senior Architect
On Going Project Management 0.75 days? Ehrs 1155 Solution Project Manader
=l IAMRA Readiness Assessment Interview Proc 206 days? 33hrs 9
Interviewy 1 043 days? 2hrz Solution Senior Architect, Solution Principal Conzu
Interviewy write up 0.06 days? 1hr 14 Solution Senior Architect, Solution Principal Conzu
Interviewy & Writeups 2-10 1 .88 days? 30 hrs |15 Solution Senior Architect, Saolution Principal Conzu
= Phase 3 Analysis of data and report Deliverable Cre 1613 days ¥ Mihrs 8
[= OFf Site Analysis 1288 days? 1Td hrs
On Going Praject Managemernt 2days? 16 hrs Salution Project Manager
Data analysis S days? &0 hrs Solution Senior Architect Solution Principal Consu
Maturity model analysis and repoding data creal 3days? 24 hrs |20 Solution Principal Consultant
Analysis of client current position and zelection 3days? 24 hrs |2 Solution Senior Architect
l&hFA Azsessment Document draft creation 1 .55 days? 30 hrs |22 Zolution Senior Architect, Salution Principal Consu
= Review of Draft IAMRA Assessment report 2 days? 32hrs 18
Irternal reviewy of Report 2 days? 32 hrs Salution Senior Architect Salution Principal Cansu
[= Review Draft report with client Sponsor 1.25 days ? 12 hrs 24
Initial delivery and dizcussion of draft report 0.25 days? 4 hrs Solution Senior Architect Solution Principal Consu
Incorporate Sponzor Feedback into Deliverable 1 day? Shrz 27 Solution Principal Consultant
=l Phase 4 Finalization of IAMRA assessment report 0.75 days? 18 hrs 1T
On oing Project Management 075 days? Ehrz 17 Zaolution Project Manager
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SolvIT services
SOWVIT  |dentity Management Readiness Assessment

Deliverables

|dentity Management Maturity Model Analysis
Business Impact Assessment

Current and Future State Blueprints

Business Case Development (including a ROI)
Implementation Roadmap




sovit  Questions?




