
IDG: Securitatea datelor si noile tehnologii
26 Martie, 2010

 

Tendinte. Provocari. Oportunitati

Mircea MITU – IT Assist



IDG: Securitatea datelor si noile tehnologii
26 Martie, 2010

 

Agenda

 Tendinte
– Browser / Email / Retele sociale & IM

– SEO poisoning / Exploit-uri

– Mobile / Mac / Atacuri directionate

 Provocari & Oportunitati
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Tendinte / Browser

 Tinta multiplatforma:
– Windows / Linux / Mac / Android / iPhone

 Exploatabil (browser, plugins, web apps)
 Phishing
 Inginerie sociala
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Tendinte / Email

 Al 2lea vector de atac
 Cel mai utilizat mijloc de comunicare pentru 

afaceri
 Spam personalizat:

 Profil “tinta”
 Bazat pe comunicate de presa
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Tendinte / Retele sociale & IM

 Tehnici: social engineering, exploits
 CAPTCHA poate fi decodata, ceea ce duce la 

crearea automata de conturi noi, utilizate apoi 
pentru spam, ID theft, botnets
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Tendinte / SEO poisoning

 Cuvinte cheie populare detectate prin Google si 
Twitter trends

 Site-uri si landing pages create utilizand aceste 
expresii populare

 Botnets utilizati pentru trafic => page rank mare
 In cateva ore => top 5 results
 Alte tehnici SEO poisoning: PDF/Flash 

redirection
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Tendinte / Atacuri directionate

 Global:
 Operation Aurora (MS10-002)

 Local:
 Banking Trojans (phishing)
 IRC bots (felicitari)
 Scurgeri de informatii (inginerie sociala, exploatarea 

vulnerabilitatilor)



IDG: Securitatea datelor si noile tehnologii
26 Martie, 2010

 

Tendinte / Exploit-uri

 Vuln: Microsoft Security Advisory (979352)
 Vulnerability in Internet Explorer Could Allow 

Remote Code Execution
 Published: January 14, 2010 | Updated: January 

21, 2010
 Also known as MS10-002

 Exploit: Operation Aurora (Google vs China)
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Tendinte / Exploit-uri

 PDF
 Documente Office
 MS Internet Explorer
 Flash
 Imagini
 Aplicatii regionale populare
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Tendinte/ Mobile & Mac

 Mobile (Symbian, iPhone, Android, BlackBerry):
 Smartphone-urile devin foarte populare
 Ofera oportunitati noi distributiei de malware si 

spionajului economic

• Mac:
 +5% market share
 Exploit-uri (PDF, Flash, WebKit) 



IDG: Securitatea datelor si noile tehnologii
26 Martie, 2010

 

Tendinte / Mobile & Mac
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Provocari

 Security awareness

 Solutii orientate nevoilor SMB

 Piraterie

 Comunitate InfoSec (experti in securitate IT)
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Oportunitati

 Campanii educationale:

 Security awareness

 Solutii si servicii de securitate

 Formarea unui nucleu de experti InfoSec
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Oportunitati

 Masuri antipiraterie:

 Licentiere flexibila (SaaS)

 Structura de preturi orientata pietii romanesti

 Solutii si servicii de securitate adaptate nevoilor 
SMB si VARs



  

Servicii IT sigure pentru companii
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Multumesc
Mircea Mitu – IT Assist

Twitter: @mirceamitu
Company twitter: @itassist

www.itassist.ro
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